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Abstract 

This deliverable reports on the current plans of Platone project to ensure the privacy, protection and 
ethical handling of personal data collected during operation of three Platone demos. 
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Disclaimer 
All information provided reflects the status of the Platone project at the time of writing and may be 
subject to change. All information reflects only the authors’ view and the Innovation and Networks 
Executive Agency (INEA) is not responsible for any use that may be made of the information 
contained in this deliverable. 
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Executive Summary 
Deliverable D10.2 details how personal data is handled in Platone to ensure privacy and ethical handling 
of user data collected during the operation of the Platone demos.  

In this deliverable a distinction between personal data and the technical data is made. We argue that 
technical data, such as grid measurements of quantities such as power or voltage level, cannot be used 
to identify the customers in any way and so is not personal data under the legal definitions. The handling 
of the technical data is the subject of D9.1.  

This means that the legal privacy requirements on personal data will only be applied to this “customer 
personal” data (name, address etc.). The way that this data is handled is described in detail here in 
D10.2. 
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1 Introduction 
According to Art. 4(1) of GDPR (General Data Protection Regulation) [1], personal data means “any 
information relating to an identified or identifiable natural person ('data subject'), an identifiable natural 
person is one who can be identified, directly or indirectly, in particular by reference to an identifier such 
as a name, an identification number, location data, an online identifier or to one or more factors specific 
to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural 
person”. 

D9.1 identifies five different types of Platone datasets , four of which are technical in nature (topology 
and asset description, measurements, market, prediction and planning) and one of which concerns 
customers’ personal data. Only data from the technical datasets, from which it is not possible to identify 
the individual customers, will be processed by the Platone infrastructure. 

This technical data is not personal data, as defined in Article 4(1) of the GDPR since it is not possible 
to identify the natural persons whom these data are referring to with a reasonable effort in terms of 
technology, time, money, etc. This distinction between technical data and personal data was already 
made in the H2020 SUCCESS project [2]. Similar to Platone, SUCCESS gathered technical data (such 
as power consumption) from equipment located at the customers’ premises and processed the data in 
an IT infrastructure; these data were anonymised before leaving the customer premises (as they are in 
Platone). SUCCESS D3.3 [3] studied the legal position in detail in the course of performing a Data 
Protection Impact Assessment (DPIA) and concludes (in its Ch. 3.1, p14) that such technical data, which 
are gathered to ensure the correct functioning of the electricity network, are not personal data in the 
sense of Article 4(1) of the GDPR, for the reason that it is not possible with a reasonable effort to identify 
the natural persons to whom these data are referring. 

Hence, because the Platone technical datasets are, similarly to the SUCCESS case, technical data 
related to grid operation, the Platone technical datasets cannot be used to identify the customers in any 
way and so are not personal data. Deliverables D9.1 and D9.2 describe the handling of the technical 
datasets, including a data minimisation approach and how we made them available as open datasets. 

In Platone, therefore, we define personal data as the data explicitly provided by customers when signing 
the contract such as: name, phone number, address, bank account details. 

It can be categorically excluded here that any such personal data will be used in any way by the Platone 
project or its beneficiaries for collaboration and communication activities (e.g. on social media platforms 
like Twitter, LinkedIn, Skype etc.). The handling of the customers’ personal data will be restricted, as 
detailed below in Ch. 2. No Platone event, dissemination activity or media communication will injure the 
rights of the demo participants in this regard as they will not contain customers’ personal data in any 
way, shape or form. 

All data will be treated according to the EU legislation governing the unbundling of DSOs and market 
operators (traders, aggregators, resellers, etc.). In order to comply with this unbundling legislation, initial 
contacts with customers to recruit them to participate in the Platone demos will not be made by the 
Platone partners running the demo infrastructures but by a third-party (the project partner BAUM). 

1.1 Objectives of the Work Reported in this Deliverable 
The objective of this deliverable is to describe how customers’ personal data is handled in Platone to 
ensure privacy and ethical handling of the personal user data collected during the operation of the 
Platone demos. It describes how we protect the privacy and ethical handling of the personal data of the 
customers who are recruited to participate in the Platone demos.  

1.2 Outline of the Deliverable 
Ch.2 details the way in which the specific points below are handled for each of the three Platone demos 
in Italy, Greece and Germany:  

1. Confirmation that all of the data they intend to process is relevant and limited to the purposes 
of the research project (in accordance with the ‘data minimisation ‘principle). 
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2. A description of the technical and organisational measures that will be implemented to 
safeguard the rights and freedoms of the data subjects/research participants. 

3. A description of the security measures that will be implemented to prevent unauthorised 
access to personal data or the equipment used for processing. 

4. Confirmation that detailed information on the informed consent procedures in regard to data 
processing will be kept on file 

5. For further processing of previously collected personal data, an explicit confirmation that the 
beneficiary has lawful basis for the data processing and that the appropriate technical and 
organisational measures are in place to safeguard the rights of the data subjects. 

6. Confirmation that any Data Processing Agreement/Addendum (or equivalent) with data 
processors - including relevant assessment of the controls of third party who store or process 
personal data - will be kept on file. 

The above six points are handled in the respective six sub-chapters for each Platone demo in Ch. 2.x.1 
through Ch. 2.x.6 below, where x has the range 1 to 3 and refers to the three Platone field trials. 

1.3 How to Read this Document 
D10.1: The reader can find in D10.1 the details on procedures and criteria used to identify/recruit 
participants (customers) in Platone demos. In D10.1 the content below is also available:  

• Detailed information on the informed consent procedures including information about the 
management of informed consent forms. 

• Templates of informed consent and information sheets. 

D9.1 and D9.2: To find out that which datasets are identified in Platone, the reader can refer to D9.1. It 
is also described there that how these datasets will be processed and shared to support the H2020 
Open Research Data Pilot during the project’s development and after the project’s conclusion. An 
updated version of this deliverable (D9.2) is planned for M20 of the project. 

 



Deliverable D10.2  

Platone – GA No 864300 Page 8 (28) 

2 Privacy of Personal Data in Demos 

2.1 Italian Demo 
The partners in charge of ensuring the respect of privacy requirements for personal data protection 
involved in the Italian demo are areti S.p.A. and Acea Energia S.p.A. 

Areti S.p.A. (areti) and Acea Energia S.p.A. (Acea Energia), within Acea S.p.A., have adapted their 
corporate organisations to GDPR provisions by identifying a Data Protection Officer and by designing a 
Privacy policy for the group. 

In the Italian Demo, areti and Acea Energia, with respect to Article 32 of GDPR, will handle the following 
customer personal data: 

• Personal data (name, last name, etc.); 
• Identification data (social security number, vat number, etc.); 
• Supply contract data (POD, type of activity, etc.); 
• Bank account details; 
• Contact details (mail, phone number, address). 

2.1.1 Data minimisation  
Customer personal data will be processed according to Data minimisation principles. No unnecessary 
copies of customer data will be created. Customer personal data collected during the implementation of 
Italian Demo will not be used for other purposes. In order to achieve this objective, only appointed 
personnel will be able to access the data collected. 

Moreover, Acea Group has adopted a corporate Privacy Policy and specifically technical measures of 
data encryption to protect all the information that are on personnel’s devices from unauthorised 
disclosure or editing or cancellation.  

Any paper and digitalised consent forms and related spreadsheets list created during the course of the 
project will be deleted and disposed of at the end of the project in order to prevent and avoid the reuse 
of the data for other purposes, according to data minimisation principles of GDPR and Italian Law. 

2.1.2 Safeguarding Customers´ Rights 

The rights of customers are protected by the Italian regulatory framework, which is influenced by 
European law. The entry into force of GDPR has affected the existing legislation on data protection. The 
D. Lgs. 196/2003, also known as the Privacy Code, has been amended by D.Lgs. 101/2018. This law 
formally transfers the GDPR into Italian law, by disposing that, since the entry into force of the present 
decree, the referral to the provisions of the Code on Personal Data (D.Lgs. 196/2003) must be 
considered as repealed. The Code must now refer to the provisions of EU Regulations. 

Acea Energia and areti, within Acea group, are deeply committed to guarantee the rights of customers, 
in particular the following ones as provided by art. 15-22 of GDPR: 

• the right to be informed; 
• the right of access; 
• the right to rectification; 
• the right to erasure; 
• the right to restrict processing; 
• the right to data portability; 
• the right to object to processing; 
• the rights in relation to automated decision making and profiling. 

To support and guarantee the above mentioned rights, areti and Acea Energia have established 
dedicated internal Policies. Customers have the right to request from the Controller (whose role is 
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defined in Article 4 of GDPR [1]) access to, rectification or erasure of personal data. They can also 
demand a restriction of processing of their data. Customers can communicate to the Data Protection 
Officer (DPO) of the Acea Group using the dedicated mail privacy@aceaspa.it and/or to the Controller 
by a registered letter sent to P.le Ostiense n.2 – 00154 Roma (Italia). The DPO is responsible to 
supervise and evaluate the compliance to European and Italian Law of personal data management 
within the company. 

In order to support these rights, in case of a possible violation of his/her rights, customers can send a 
compliant to the Data Processing Supervisor (“Garante per la protezione dei dati personali”), the 
Independent Administrative Body established by Italian Law in 1996 for ensuring the protection of 
personal data of Italian citizens. The compliant can be delivered by hand or sent by registered letter to 
the Data Processing Supervisor office in Piazza Venezia 11 - 00187 Roma or by using certified mail to 
protocollo@pec.gpdp.it 

2.1.3 Security measures for confidentiality 

Data collected and the equipment used for processing them will be preserved according to the internal 
policy of Acea S.p.A. in order to avoid unauthorised access to personal data. Data will be stored in the 
customer management software of the company (Document Management System).  

The Acea group has been implementing technical measures for managing and attributing the access to 
guarantee that only appointed users can access data, services and information. 

Access to systems and services will be possible with unique credentials for the authentication, 
composed of username and password, paired with an authorisation profile predefined on the role and 
on the responsibility of each user. 

In case of data breach, Acea S.p.A., and its subsidiaries companies, will notify without undue delay and, 
where feasible, not later than 72 hours after having become aware of it, any personal data breach to the 
Data Processing Supervisor, according to GDPR provisions. Any personal data breaches will be 
documented. 

2.1.4 Keeping the consent forms 
Customer data will be processed and stored, only with the consent of the customers. The consent forms 
will be kept on file in paper for a period that will not be longer than necessitated for the purposes for 
which the personal data are processed. Consent forms will be accessible by Mr. Francesco Sorrentino, 
as responsible person in charge of keeping the forms physically secure in archives and in digital format 
in the Document Management System, in order to avoid unauthorised and / or non-compliant access, 
and by Mr. Gianluca Nori and Mr. Simone Minniti, as creators of the spreadsheet lists and as data 
processors. 

2.1.5 Lawfulness, fairness and transparency 

The Consent Form filled in by each customer is the legal basis upon which data processing will be 
possible in accordance with GDPR and Italian Law provisions. Only consenting customers’ data will be 
processed by the selected Processors. The spreadsheet list containing customer data will be encrypted 
on the local system and it will be accessible only by the selected data processors. 

Besides that, every member of Acea Group staff has received and accepted the Privacy policy of the 
Acea Group, in compliance with GDPR provisions, for processing data in accordance with confidentiality 
principles.  

mailto:privacy@aceaspa.it
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2.1.6 Data processing by third parties 
Acea Energia and areti confirm that it is not planned to employ third parties for processing personal 
data. 
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2.2 Greek Demo 
The DSO partner involved in the Greek demo is HEDNO. 

The personal data expected to be handled is that which will be given by the customers recruited during 
the Greek customer workshops. This is expected to be Name, Address, and phone number. 

2.2.1 Data minimisation 
It is confirmed that all the data intended for processing is relevant and limited to the purposes of Platone 
(in accordance with the ‘data minimisation ‘principle).  

A spreadsheet list will be made and sent to the department in the company authorised to handle 
customer data and then the spreadsheet list will be deleted, so that no unnecessary copies of the 
personal data continue to exist. Afterwards only anonymised technical data will be handled within the 
demo. 

The physical copies of the personal data paper forms will be locked and secured in a locker in HEDNO’s 
headquarters PERRAIVOU 20 KALLIRROIS ODOS 5, ATHINA 11743, Greece. 

2.2.2 Safeguarding Customers´ Rights 
HEDNO’s policy is GDPR compliant to support below rights of customer: 

• the right to be informed 
• the right of access 
• the right to rectification 
• the right to erasure 
• the right to restrict processing 
• the right to data portability 
• the right to object to processing 
• the rights in relation to automated decision making and profiling 

We provide customers with the contact details in order to enable them to claim their rights. All the 
provisions of the GDPR regulation applies on supporting customers’ rights 

2.2.3 Security measures for confidentiality 
The paper consent forms filled in by the customers during the workshops will be locked and secured in 
a locker in HEDNO’s headquarters to ensure that nobody can have access to personal data. 

Digital data: securely stored on customer management system (all necessary security measures are 
deployed). 

2.2.4 Keeping the consent forms 

Consent forms will be securely stored in HEDNO’s premises, they will be processed once in order to 
create the spreadsheet list and they will be destroyed when the project is completed. 

2.2.5 Lawfulness, fairness and transparency 
The role of the DSO imposes the use of personal data since customers are served by the DSO. Personal 
data sharing is necessary in order to fulfil the operational requirement of the DSO. Consequently, there 
is a legitimate interest on collecting personal data for the scope of operation. 

HEDNO will make a spreadsheet list and we will send it to the department in our company that has the 
authorisation to handle customer data and then it will be deleted. Afterwards only anonymised technical 
data will be handled within the demo. 

Consent forms will be securely stored in HEDNO’s premises, they will be processed once in order to 
create the spreadsheet and they will be destroyed when the project is completed. 
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2.2.6 Data processing by third parties  
HEDNO confirms that we don’t use third party for data processing. 

  



Deliverable D10.2  

Platone – GA No 864300 Page 13 (28) 

2.3 German Demo 
In German demo, Avacon, will handle the following personal data: 

• Name (mandatory) 
• Phone number (mandatory) 
• Address (mandatory) 
• Bank account details – If agreements with customers are made on compensation or pro rata 

reimbursement 
• ID of customers electricity meter - If agreements with customers are made on compensation of 

switched off/on energy  
• ID assignment for processing in the field test 

2.3.1 Data minimisation  
Avacon confirms that all personal data collected from customers will be limited to the purpose of the 
project. The principle of "data minimisation" will be applied to ensure that no unnecessary copies of 
customer data will be created.  

2.3.2 Safeguarding Customers´ Rights 

Technical organisational measures which serve to protect personal data and minimise risks against the 
threats of data processing are implemented on all Avacon’s systems (see Annex A.1). 

The customer has following rights: 

• the right to be informed 
• the right of access 
• the right to rectification 
• the right to erasure 
• the right to restrict processing 
• the right to data portability 
• the right to object to processing 
• the rights in relation to automated decision making and profiling 

All employees of Avacon, including the project team of Avacon Netz, is obliged to protect the above 
rights of the customers. Through their employment contracts, employees are contractually obliged to 
safeguard the confidentiality of personal data (see Annex A.2). 

The regulations below are applied in Germany to support above rights of the customer: 

• General Data Protection Regulation – „Datenschutzgrundverordnung“ - DSGVO 
• Federal Data Protection Act - as a supplement to the GDPR; “Bundesdatenschutzgesetz” 
• Group Policy - People Guideline PG04 - Data Protection 
• Company Policy 054 – Privacy. 

The procedures which are planned to support customers’ rights are: 

• Informational letters about customer rights will be made available to the customer, including detailed 
information towards the contact persons and mailbox for questions concerning personal data. 

• The rights of data subjects are safeguarded using the internal process for data subject inquiries. 
• The project leader, Benjamin Petters (Avacon Netz), must implement and ensure all rights 

concerned, including customer rights for deletion, transfer and use. 
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2.3.3 Security measures for confidentiality 

Customer data will be provided by Avacon’s customers’ management system via encrypted mails and, 
if necessary, via a paper consent form filled in by the customer and returned via letter. Customers will 
have to sign an agreement for project membership, which also will be sent by letter. A spreadsheet list 
will be created to collect all data provided by the customers. The spread sheet will be stored encrypted 
on local systems and only be accessible for authorised members of Avacon’s project team. 

2.3.4 Keeping the consent forms 

Paper consent forms as well as confirmations for participations for the project membership will be kept 
in locked cupboards located in the office of Avacon at Joachim-Campe-Straße 14, 38226 Salzgitter. 
Consent form will be accessible for the project leader, Benjamin Petters. The spreadsheet list and paper 
consent forms will be deleted/disposed at the end of the project, in accordance with DIN 66399 data 
protection law. In Avacon’s customer management systems a notification of customers’ participation in 
the project will be stored. 

2.3.5 Lawfulness, fairness and transparency 

Collected customer data will only be used in the frame of the Platone project to contact customers to 
inform them about the project content, or to make appointments for installation and dismantling of 
equipment. Bank account data will collected in case agreements about compensations or comparable 
agreements leading to cash flows being made to customers. 

Data will be used in compliance with the applicable data protection regulations and only with the 
customer's consent. Data will only be used for the purpose described. The principles of the GDPR are 
preserved. 

An authorisation concept for data processing is in place. It includes a separate data storage, data 
encryption, storage and mechanisms that ensures that only authorised project members to have access 
to data. 

2.3.6 Data processing by third parties 
It is not planned to employ any third parties to process any personal data.  
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 Supplementary Documents from Avacon 

A.1 Avacon Technical and Organisational Measures 
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A.2 Avacon Data Protection People Guideline 
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